


Aon Network Security and Privacy

The increasing reliance of Australian organisations on the collection, aggregation, analysis, storage,
use and dissemination of electronic data has changed the scope and magnitude of their network
security and privacy exposures. Cybercrime is on the rise, privacy legislation is evolving on a global
scale and there is a heightened level of media attention surrounding data breaches.

The Federal Government has imposed changes to existing privacy laws to meet the changing
risk landscape.

WHO ARE THE PERPETRATORS OF WHAT DOES MY ORGANISATION NEED TO KNOW
A CYBER-ATTACK OR DATA BREACH? ABOUT THE NEW AUSTRALIAN PRIVACY LAWS?
* Organised crime groups 4 WHEN? The amendments to the Privacy Act 1988

- Disgruntled employees (Cth) will come into effect in March 2014.

A WHO? Entities that handle personal information,
including employee and customer information.

A WHAT ARE THE MAJOR IMPACTS?

e Terrorists
* Politically motivated groups
e Hacktivists

i) Greater accountability

* Negligent employees ii) Significant penalties for organisations

e Competitors and directors

i) Privacy Commissioner powers to conduct audits
and issue enforceable undertakings

85 % . iv) Australian entities must ensure overseas
of Australians S_ay counterparts comply with the Australian
that they would stop dealing Privacy Laws

with an organisation if their

data was breached!’ A WHERE TO NEXT? Discussion papers have been

released in relation to mandatory data breach
notification and a statutory tort for privacy breaches.

"Unisys, Unisys Security Index — Australia, Nov 2011

IF YOU HAVE A BREACH — WHAT COULD HAPPEN?

+ Legal liability to clients, suppliers « The procurement of credit monitoring services

and competitors « Extortion attempts

* Regulatory action and scrutiny  Scrutiny of risk management practices
« Criminal and/or civil penalties
 Loss of revenue due to system shutdowns

- Brand and reputational damage

. , Australian
+ Loss or damage to data/information ‘ust‘a §
organisations need
« Forensic expenses to determine cause of breach to be aware of
- Costs to rectify or replace lost data/information their cross-border

privacy and data

+ The establishment of call centres to manage breach obligations.

customer queries

« Costs of notifying customers of a data breach



NSP RISK PROFILING SOLUTIONS:
AON'’S FOUR STEP PROCESS TO
PROTECT YOUR ORGANISATION

AON’S APPROACH

The Aon approach to Network Security & Privacy involves
understanding the unique risks facing your organisation
and tailoring a risk management program to mitigate
these exposures.

NSP RISK MAPPING:
Identify sources of risk, causes and
consequences with key stakeholders

HEAD OF I.T. SECURITY & CIO

RISK MANAGER

CFO & INTERNAL AUDIT

BRAND & COMMUNICATIONS TEAM

LEGAL COUNSEL & PRIVACY OFFICER

RISK MANAGEMENT ANALYSIS:
Recommendations as to risk control,
process and mitigation techniques

GAP ANALYSIS:
Evaluation of inherent risks against
current insurance program

TAILORED RISK TRANSFER SOLUTIONS:
Enhance current portfolio with new Data breaCheS are becom | ng

and extended coverage to protect

your organisation more common, and with each
Australian incident costing

an average of $2.16°million
dollars, how prepared is your
organisation to handle the

impacts of a costly data breach?

2Symantec, 2011 Cost of Data Breach Study



CONTACT THE AON TEAM TODAY:

AON NETWORK SECURITY
AND PRIVACY INSURANCE

New South Wales

Stephen Trickey

t: +61292537577

m: +61 410452 415

e: stephen.trickey@aon.com

Eric Lowenstein

t: +6129253 7445

m: +61 402 103 633

e: eric.lowenstein@aon.com

Queensland

Andrew McKenzie

t: +617 3223 7461

m: +61 414 576 575

e: andrew.mckenzie@aon.com

South Australia

Stuart Quigley

t: +618 83011154

m: +61 400 755 383

e: stuart.quigley@aon.com

Western Australia

Martine Nield

t: +618 63174031

m: +61 466 747 001

e: martine.nield@aon.com

Victoria

Sharon Quennell

t: +6139211 3481

m: +61 409 511 117

e: sharon.quennell@aon.com

Paul Smyth

t: +6139211 3123

m: +61 414 955 677

e: paul.smyth@aon.com

aon.com.au/nsp

RISK EXPOSURE SPECIALISTS

Risk Profiling

Joerg Schmitz

t: +6129253 8030

m: +61 406 111 038

e: joerg.schmitz@aon.com

Fraud Risk

Jeremy Simpson

t: +61292538103

m: +61 434 563 825

e: jeremy.simpson@aon.com
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The information contained in this Brochure is general in nature and should not be relied on as advice
(personal or otherwise) because your personal needs, objectives and financial situation have not been
considered. So before deciding whether a particular product is right for you, please consider the relevant

Product Disclosure Statement or contact us at Aon Risk Services to speak to an adviser.
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